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Abstract. The Hierarchical Hidden Markov Model (HHMM) is a
well formalized tool suitable to model complex patternsoimg tem-
poral or spatial sequences. Even if effective algorithnesaailable
to estimate HHMM parameters from sequences, little has deee
in order to automatize the construction of the model ardtitee.
The primary focus of this paper is on a multi-strategy altfum for

inferring the HHMM structure from a set of sequences, whaee t

events to capture are present in a relevant portion of theime. dlgo-
rithm follows a bottom-up strategy, in which elementarytgan the
sequences are progressively grouped, thus building theaadtion
hierarchy of a HHMM, layer after layer. In this process, dieisng
algorithms and sequence alignment algorithms, widely usetb-
mains like molecular biology, are exploited. The inductstrategy
has been designed in order to deal with events charactetized
sparse structure, where gaps filled by irrelevant facts carirtber-
mixed with the relevant ones. Irrelevant facts are modelejaps”,
i.e., HMMs of the noise. Gaps are hypothesized when the@sign
nificant statistical evidence for hypothesizing the eristeof a spe-

cific episode. Moreover, gaps can be replaced in a second liyme

a episode model, after new facts have been acquired. Thedish
extensively evaluated on artificial datasets.

1 Introduction

Discovering patterns hidden in long temporal or spatiauseges
is a fundamental task in many real word domains, and it isetttr
ing increasing attention in the literature. However, thektés not
easy and the difficulty increases along with the length of dbe

qguences to be searched and the complexity of the patterns to

discovered. In this paper we propose a method for discayeha

occurrence of complex events in long sequences. We assuha th

complex event is a partially ordered set of short chainss(efss) of
elementary events (instants), interleaved with gaps winegkevant
facts may occur. Moreover, we assume the presence of ndmseh w
can make episodes hard to recognize. Episodes are remesent
strings of symbols, being a symbol the label assigned to starih
Then, noise may be modeled as insertion, deletion and futbsi
errors according to a common practice followed in Patterooge
nition. Typical applications where such kind of events anend are
molecular biology and computer security. An approach td deéth
such type of patterns, which reported impressive recordaadesses
in speech recognition [8] and DNA analysis [1], is based od-Hi
den Markov Model (HMM) [9]). However, developing applicatis
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based on HMM does not reduce to running a learning algoritbim b
it may be a very costly process. In general, complex apptinatre-
quire to construct an ad hoc system, where several partid¥isliste
developed and integrated with procedural knowledge obtafrom
experts of the domain. A more formal proposal to design aaih tr
complex HMMs is represented by the Hierarchical Hidden Mark
Model (HHMM) [2]. The problem of estimation HMM and HHMM
parameters has been widely investigated while little has lmone
in order to learn their structure. a fiew proposals can bedonrhe
literature in order to learn the structure of HMM [11], or ofariant
of it called logical HMM [5], but almost nothing has been dami¢h
respect to HHMM. This paper proposes a multi-strategy nttbo
automating the construction of HHMM structure by inductfoom
a set of sequences.

The learning method proceeds bottom-up by constructingtste
step a hierarchy of stochastic automata, and is guided bgt#tis-
tical evidence of episodes and of co-occurrence of episddies of
the novelties in this paper is represented by a special manstalled
gap, used to model the presence of gaps in sequences.

In the framework of the main learning algorithm, classidgba
rithms for string alignment [1, 4], statistical clusteriagd HMM
synthesis kttp : //hmmer.wustl.edu/) are used.

The method has been evaluated on a suite of artificial dataset
constructed in order to encode a progression of inductiskstaf
increasing difficulty.

2 TheApproach to Learning HHMM

A Hierarchical Hidden Markov Model is a generalization of tHid-
den Markov Model, which is a stochastic finite state autom®
defined by a tupléS, O, A, B, ), where:

e Sis aset of states, ard is a set of atomic events (observations),

e A is a probability distribution governing the transitionsrr one
state to another. Specifically, any memhegy; of A defines the
probability of the transition from statg to states;, givens;.

e B is a probability distribution governing the emission of ebs
able events depending on the state. Specifically, an #tenbe-
longing to B defines the probability of producing evedj when
the automaton is in stats.

e 7 is a distribution onS defining, for everyy; € S, the probability
thats; is the initial state of the automaton.

A first problem that arises, with a HMM defined in this way, is
that, when the set of statésgrows large, the number of parameters
to estimate 4 and B) rapidly becomes intractable.

A second problem is that the probability of a sequence besmg g
erated by a given HMM decreases exponentially with its lengt
Then, complex and sparse events become difficult to discover

The HHMM proposed by Fine, Singer and Tishby [2] is an answer
to both problems. On one hand, the number of parametersiteetst



is strongly reduced by assigning a null probability to maaysitions
in distribution A, and to many observations in distributiéh On the
other hand, it allows a possibly long chain of elementarynev¢o
be abstracted into a single event, which can be handled agyke si
item. This is obtained by exploiting the regular languagesperty
of being closed under substitution, which allows a largedistate
automaton to be transformed into a hierarchy of simpler ones

More specifically, numbering the hierarchy levels with oals
increasing from the highest towards the lowest level, olzdems
generated in a statg” by a stochastic automaton al levehre se-
guences generated by an automaton at lével 1. Moreover, no
direct transition may occur between the states of diffesedomata
in the hierarchy. An example of HHMM is given in Figure 1.
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Figurel. Example of Hierarchical Hidden Markov Model. Circles dessot
states with observable emission, whereas rectangleseigaos
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However, it is worth noticing that the hierarchy defined in MM
is not essential, but it can always be flattened by replacstgtas; "
in an automaton at leveéd with the graph of the automaton at level
k + 1, which computes the observation generated;h (substitu-
tion property for regular languages). Nevertheless, tieeahthical
structure, as defined by [2], may help very much the inferefickee
entire structure of the automata by part of an induction ritigm.

Up to now the research efforts about HHMM concentrate onlthe a
gorithms for estimating the probabilities governing théssions and
the transition from state to state. In the seminal paper bg Et al.
[2], the classical Baum-Welch algorithm is extended to ttéMHiM.
Then, in a more recent work, Murphy and Paskin [7] derive a lin
ear (approximated) algorithm by mapping a HHMM into a Dynami
Bayesian Network. Finally, a recent paper by Xie et. al. @i®poses
a multi-strategy method for incrementally adjusting theicture of
an HHMM by adding and deleting states on line. However, keefor
starting the incremental learning procedure, an initinlcitire has
still to be defined.

In this paper we will follow another approach inspired to agice
widely used to develop complex systems in pattern recagnippli-
cations. The basic algorithm is bottom-up and construe$tiMM
hierarchy starting from the lowest level. The first step ¢sissin
searching for possible episodes, i.e., short chains ofeurtise sym-
bols that appear frequently in the learning sequences, aildirty a

just because their frequency is not high enough. Howeveh kind

of errors will be fixed at a second time. The HMMs learned sp far
are then used as feature constructors. Each HMM is labelgdawi
differentnameand the original sequences are rewritten into the new
alphabet defined by the set of names given to the models. Bubry
sequence, which can be attributed to a specific HMM, is reypldy

the corresponding name. We will discuss in Section 5 howipless
conflicts are solved.

The subsequences between two episodes, not attributedyto an
model, are considered gaps and will be handled by means of spe
cial construct callegjap. We will call this last operatiorsequence
abstraction After this basic cycle has been completed, an analogous
procedure is repeated on the abstracted sequences. Moeleleva
built for sequences apisodessearching for long range regularities
among co-occurrent episodes. In this process, spuriogsdgs not
showing significant regularities can be discarded. The ndifter-
ence, with respect to the first learning step, is that the fsdulglt
from the abstract sequences, are now observable markovisnode
This makes the task easier and decreases the computatmmal c
plexity. As explained in the next section, in this step, mMedgap9
are built also for the long intervals falling between episad

In principle, we can think to apply again an abstraction step
the learning sequences and repeat the cycle, buildingdltel of
the hierarchy, and so on. However, up to now, we consideréd on
problems where two levels are sufficient.

After building the HHMM structure in this way, it can be refthe
using standard training algorithms like the ones proposd@,i7].
However, we propose other two refinement methods.

The first method concerns the recovery of episodes that heam b
lost in the primary learning phase because they did not hate-a
ficient statistical evidence. As said above, this missedriétion
has actually been modeled ggps A nice property of the HHMM is
that sub-models in the hierarchy have a loose interactitimavie an-
other, and so their structure can be reshaped without gasirthe
global structure. This means that the model of a gap can bedur
into the model of an episode later on, when further data \eithail-
able. This is actually done on demand: all sub-sequenceluatd
to a givengap are collected, creating a new learning set where the
learning process is repeated. If there is now evidence fepésode,

a model is built up and replaced to thap.

The second method consists in repeating the entire leanying
cle using as learning set only the portion of the sequencesenthe
instance of the previously learned HHMM has been found with s
ficient evidence. Repeating the procedure allows more grauniod-
els to be learned for episodes, because false episodesowidhger
participate to the learning procedure. In Section 6 we wilegan
example of the practical benefits due to this kind of refinémen

3 Dealing with gaps

A problem to solve in order to apply HMM to sparse events iryver
long sequences is the presence of long gaps filled by noidacin
the entire sequence including the gaps has to be explicitigated
[1]. Moreover, the presence of long gaps tends to decreagertip-
ability of events containing long gaps in favor of events taon
ing short or no gaps. This may be in contradiction with marai re
world phenomena, where temporal intervals are requireddarao

HMM for each one of them. As episodes are considered indepenlet physical processes be completed.

dently one from another, this phase tends to produce alsels&at
spurious episodes, which in a second time should be distaAte
the same time, it may happen that relevant episodes be disie)

We will exploit HHMM architecture to specifically model gaps
Gapsare HMMs designed (or inferred from data), allowing the dis-
tribution of gap durations to be tailored according to thsifion in
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Figure2. Hidden Markov Model for gaps. (a) Example of a probability
distribution over the duration of a gap due to a physical @ssc(b) The
left-right automaton that correctly models distributia). (

the sequenceGapscan be explicitly bound by supplying temporal
constrains.

In many applications gap models have been used [1]. Typicall
they correspond to states with a self-loop where the enmissican-
dom, or no emission exists, depending on whether the gamiosnt
noise or is it an empty interval. The drawback of this modehat
the distribution probability on the gap length decays exgmbially. In
fact, this may be unrealistic when the gap duration refldwgime
required in order to complete some physical process. Indhse,
the distribution tends to have a bell shape as, for instandeigure
2-(a). It is immediate to verify that left-to-right HMMs ohé form
described in Figure 2-(b) are able to model distributionthif type.

In the following, we will consider two variants build on thssruc-
ture. In the first variant, the emission in a state is a syméatiomly
selected inD. This variant still has the drawback that the probabil-
ity distribution of the gap length depends on a term that ekeses
exponentially with the duration. Nevertheless, the adagmtis that

this model can be immediately integrated in the HHMM and han-

dled by the existing training algorithms. In the second aatri the
emission is represented by the symbol '*' that means "anymisgl
in O. In other words, the probability of the emission ™ is 1 inl al
states, so that the probability distribution will complgtbe deter-
mined by the probability values of matrix. This model can exactly
capture a distribution like the one in Figure 2-(a), but i$ fiae dis-
advantage of requiring special care during the trainingghhn fact,
increasing the length of a gap will implicitly increase thelpability
of the entire event, so that gap tend to be dominant. Theisnlthat
we adopt in this case consists in preventing Baum-Welchrifon
from training gaps, which will be estimated separately ireeosnd
time.

The distribution encoded by a HMM of the type described in Fig
ure 2-(b) has inelastic bounds. In some cases, elastic bauag be
preferable. This can be obtained by adding self-loops testa

4 Setting Temporal Constraints

Domain knowledge in the form of temporal constraints can sedu
to bias the induction process. More specificailhglasticor elastic
constraints on the duration of an episode, or of a gap, catabeds
Constraints may be generic, i.e, they apply to all episodegdps),
or specific, i.e., they apply to a specified episode (or gapg.differ-
ent types of constraints are described in Table 1. Genenstcints

Tablel. Temporal constraints. Square brackets denote hard constra
angle brackets denote soft constraints.

Hard form
LO=1T1, T2]

Soft form
L= (T1.T2)

Comment

Episodes must/should have Tength
betweenT; andT'y

Gaps between two episodes must/should

D(*%)=[ Ty, To] D()=(T1, Ta) e
have a duration betweeh; and T’y

The length of EpisoddZ musts/should be
betweenTy and Ty

The duration of gap betweel!
must/should be betweef’y ané

L(E)=[T1, T2] WE)=(T1, Ty)

D(E1,E2)=[T1,T2] | WE1.E2)=(T1.T2) and B3

T2

are used to discard episodes that do not meet the assignettatots
on episode and gap duration.

Specific constraints can be used, on demand, to bias thewguc
of the HMM of an episode or of a gap. As discussed in the previou
section, using left-to-right HMMSs, the duration of an evégpisode)
is determined by the number of states that can be chainedoin pr
cess. Then, a given constraint can be satisfied by propealyirst
the structure of the HMM. Soft constraints are satisfied bgiregl
self loops to states.

5 TheLearning Algorithm

As described in Section 2, the first step of the learning #lgor
consists in searching for frequent episodes, and thenibgifddHMM
for each one of them. This basic step is followed by one or ratapes
in which the higher levels of a HHMM are constructed.

In this process local alignment algorithms [10] based onebev
stein’s edit distance [6] are extensively used in order sraler
episodes.

Let L be a set of learning sequences. The basic learning step is as
follows:

1. For every different pair of sequench,(l2) in L find all local
alignments betweeh andl», having a sufficient statistical evi-
dence, and collect them into a s&t These will be the potential
episodes.

2. Apply a clustering algorithm to subsequenéessing the Leven-

stein distance as distance measure. Clusters having anakirdi

below a given threshold. are discarded.

3. For every retained clustér; construct a modeM; of the subse-
guences contained in it. To every modé} give a symbolic name

4. Construct an abstract alphalieétontaining all named/1; given
to the automata constructed in the previous step.

5. Abstract every sequencksc L using the alphabet.

HMMs of the episodes are constructed following a procedure
widely used in molecular biology: L&t; be a cluster of subsequence
generated by a local alignment algorithm:

1. Construct the multiple alignment MAmong all subsequences in
Ci

2. Convert MA into a left-to-right hidden markov model HMM
Depending on the given constraints a different model typg bea
chosen.

3. Estimate the parametexsof HMM; on the sequences ;.

The algorithm for the abstraction step is as follows. Rirslery
sequence irl is processed searching for subsequences correspond-
ing to instances of the HMMs constructed in the previous.dEp
erywhere an instance of mod&lM M; is found, a hypothesia; =
(M5, b, e, p) is emitted, beingVI; the symbol inX associated to
HMM, b the instant wheré,; begins in the original sequence, and



the instance where it endsjs the probability forh; being generated
by HMM;. In this way, for every sequendea lattice of hypotheses
is obtained. Afterward, lattices are processed extradtiogn each
one the sequence, which includes the most likely hypothasds
is compatible with the given constraints. The default c@ist is
that hypotheses must not overlap. Finally, every sequentems-
formed again in a string of symbols in order to be able to pssde
with standard local alignment algorithms in the cycle thaitfallow.
Gaps between consecutive items in the sequences are repkas-
ing special symbols. In order to account for gap length aagido
explicitly introduce numerical information, gaps are sivtmtbd into
broad categories depending on their length. Every cateigaityen
labeled with a different symbol. The edit distance measudefined
in order to account for the numeric distance among the diffecat-
egories.

The further steps in order to construct the higher levelfiéntti-
erarchy resemble to the basic one, except for the consiruofithe
model from abstract representation of the sequences. snctise,
as previously noticed, the model is an observable Markovehod
Again, a left-to-right automaton is constructed, which ncaytain
self loops, or not, depending on the constraints. The tiiangiroba-
bilities of the automaton are estimated from the sequeridespro-
cedures currently used for building the multiple alignmant for
constructing the model are standard ones taken from [4, 1].

The procedure for constructing the automaton also takes afar
gap models. Firstly, an automatd# containing only emission states
is constructed (see Figure 1). Then, for every pair of cantbex
states §;, s;) in M, the gaps occurring in the sequences betwee
the emission ok; ands; are collected. In this way the distribution
histogram of the gap duration is obtained and the correspgrap
HMM is constructed. Finally, the automatavl is extended by in-
serting the states corresponding to gaps.

6 Evaluation

The algorithm has been evaluated using artificial data geeerac-
cording to a specific test procedure in order to monitor itd-ab
ity at discovering "known patterns” depending on the diffigof
the problem. A problem is represented by a dataset contpsen
guences of symbols, where a complex event, generated bynah ha

Table2. Performances obtained in the first set of experiments. The
sequence length ranges from 60 to 140 characters. The CRUfom
solving a problem, ranges from 42 to 83 seconds on a Pentiutn4d@hz.

Noise Level
w L 0% 5% 10% 15%
5 51 0.00 0.02 0.02 0.02
5 6 | 0.06 0.12 0.12 0.09
5 7000 001 001 0.05
5 8 | 0.00 0.03 0.02 0.04
6 51 0.06 0.01 0.04 0.04
6 6| 002 010 0.06 0.19
6 7000 003 0.02 0.05
6 8 | 0.00 0.04 0.05 0.05
7 51 0.02 0.05 0.11 0.07|
7 6001 010 0.05 0.14
7 7 | 0.00 0.06 0.02 0.05
7 8 | 0.01 0.06 0.09 0.09
8 51 0.00 0.00 0.01 0.10
8 6| 003 008 010 0.14
8 7 | 0.00 0.01 0.01 0.08
8 8| 001 003 008 0.09

every triple< w, L, N >, 10 different datasets has been generated
for a total of 640 learning problems.

The second set of experiments aimed at monitoring the yaloilit
the algorithm at discovering hidden events, when relevaquences
are mixed with irrelevant ones. Starting from the datasetegated
for the first experiment, new detasets are obtained by rieygjacper-
centage (from 10% to 50%) of sequences with others not aontai

Nnstances of the target event.

The most important results are summarized in Table 2. Tra err
rate is evaluated as the edit distance (i.e. the minimum eurab
corrections) between the maximum likelihood sequence ifmax
consensus) generated by the Viterbi algorithm [3] from ttgial
HHMM and the one generated from the learned HHMM. When, an
entire word is missed, the corresponding error is set equidle its
length. Experiments in table 2, reporting an error rate mhigher
than the others, have missed words. In all cases, the |gpoyirie
has been iterated twice, as explained in Section 5. The g&enaor
rate after the second swept decrease of about 50% with tesgee
first one.

crafted HHMM, is hidden. Random noise and spurious episodes

have been added to the all sequences filling the gaps betwaeen ¢
secutive episodes.

6.1 Discovering Chains of Episodes

The HHMMs used in a first group of experiments generates se-
guences of names of towns, in a predefined order. The HHMM also

models noise in the data, in form of insertion, deletion amakttu-
tion errors. The gaps between the names are filled by symanois r
domly chosen in the alphabet defined by the union of the ketien-
tained in the names. Moreover, random subsequences, upctatb

Table3. Performances obtained in the second set of experiments. The
noise percentage on single sequence is 10%, whreas theage®f
irrelevant sequences range from 10% to 50% The values haveaweraged
on the word lengthL.

Irrelevant Sequences (%)
w | 10% 20% 30% 40% 50%
5024 015 022 0.06 0.14
6 | 0.17 010 0.11 0.08 0.14
7| 015 018 020 0.12 0.19
8| 014 014 017 0.21 0.14

acters long, have been added at the beginning and the endlof ea From Table 2, it appears that the model extracted from tha dat

sequence. The global length of the sequences ranges from1&Dt
characters. The difficulty of the task has been controllegdrying
the degree of noise. Two sets of experiments have been @esign
this framework. In the first one, a sequence of problems hars gpen-
erated varying the number of words € w < 8), the word length
(5 < L < 8) and the noise level € {0%, 5%, 10%, 15%}. For

4 HHMMs with a two level structure have only been used in thisleation.

without noise is almost error free. Moreover, the methodrse® be
little sensitive with respect to the sequence length whigedrror rate
roughly increases proportionally to the noise in the oagjimodel
(the 15% of noise corresponds to an average error rate of 46ét).

The experimentation related to the second group of expetsig
reported in Table 3. It appears that the algorithm is quisemsitive
to the presence of irrelevant sequences, provided thatdfsoption
does not dominate the relevant ones.



(a)

(e)

Figure3. Example of HHMM inferred by the algorithm. (a) The higher
level of the target HHMM. (b) The model inferred at the firstemp. (c) The
final automaton after refinement.

6.2 Discovering aPartially Ordered Set of Episodes

A third group of experiments is designed to check the abdityhe
method at discovering partially ordered sets of episodesl@arning
a higher level automata defined by a graph).

The experimentation has been run with many different padter

For the sake of space we will restrict to describe an exampleng
the most significant ones. Every generated dataset cor@dhse-

In the test reported in Figure 3, six different models havenbe
used, generated by the above algorithm starting from $jigfiffer-
ent structures. Models A, B, C, D, E are used to build up thgetar
HHMM. Model F is used to generate pseudo episodes in migigadi
sequences.

The distance matrix among the HMMs is reported in Table 4

Table4. distance matrix among the HMMs used to generate episodes. A,
B, C, D, E model the episodes in the corresponding statescadbe in
Figure 3. F is the model of the episods in pseudo sequences.

A B C D E F
A | 0.0 oo 2 2 0.47 0.7
B e 0.0 094 116 180 248
C e 050 0.0 0.14 2 2.9
D oo 0.23 oo 00 143 26
E | 004 oo 1.8 158 0.0 0.6
F| 08 =) 2 21 075 0.0

As it appears from Figure 3, the structure of the hidden model
already emerged after the first sweep, and has been readestru
with a reasonable approximation after a refinement step.QmPld
time ranges from 395 to 1370 seconds on a Pentium IV 2.0 GHz
depending on the problem instance.

7 Conclusion

We have proposed a method for inferring, from data and domain
knowledge, a HHMM for complex events. The learning algarith

is multi-strategy, and is guided by statistical evidencd esgulari-

ties discovered in sequences, and is easy to integrate wigting
algorithm for training HHMM parameters. In preliminary teon

quences. The 90% of the sequences contain an instance afea tar artificial datasets, the method succeeded in reconstguttia level

HHMM that should be discovered by the learning program, wasr

the 10% contain sequences of spurious episodes non gehénate

HHMMs without the help of domain knowledge.
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